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1. Executive Summary
We are on the cusp of a fundamental revolution in
transport, with numerous disruptive changes including
the advent of ‘driverless cars’, also known as Connected
and Autonomous Vehicles (CAVs). The UK Government’s
ambition is to make the UK a world leader in this future
of mobility ecosystem, including CAVs. Towards this goal,
significant investment is being made by government into
research and development projects to advance the stateof-the-art, including into the FLOURISH project.
CAVs have the potential to provide many benefits
including enhanced safety through more reliable
operations of the vehicle, locally and within the wider
network; a reduction in pollution through more efficient
vehicle driving; reduced traffic congestion, not only as a
result of system-driven vehicles being able to drive closer
together, but also by exploiting connectivity to improve
how we manage networks of vehicles. CAVs also promise
to improve accessibility and inclusivity and thereby to
contribute towards a better quality of life for the less
mobile, including older people.
In order to fully realise those benefits, CAVs need to be
integrated as part of the wider infrastructure, including
sensors, monitoring technologies, as well as traffic and
network control and management systems. A key building
block of this integration is the communication system (the
invisible but crucial ‘C’ in CAVs) to enable the exchange
of timely, accurate and reliable data and information. A
breakdown in connectivity between vehicles and between
vehicles and infrastructure would not only result in the
loss of these efficiency, environmental and accessibility
benefits, but could also potentially have adverse safety
implications. It is therefore vital that the communication
system meets the needs of the various stakeholders,
including users and operators. The system needs to be
robust to ensure it is protected against interference and it
needs to be resilient when incidents do occur to ensure a
minimum viable level of service can be maintained.
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In order to allow the system to deal with potential
incidents and increase resilience, Atkins as one of the
partners in FLOURISH has led the development of an
Incident Response Framework (IRF). This IRF is based
on the National Institute of Standards and Technology
Cyber Security Framework and provides a mechanism to
detect and mitigate the impacts of incidents to provide
continuity and availability of service. The IRF considers
technological, procedural and organisational elements,
all of which need to be considered to respond to incidents
effectively. A key focus has been on the collection and
understanding of information relating to the security
of the CAV ecosystem. An incident response was
developed for a number of representative broad-ranging
CAV operational scenarios, both cyber and non-cyber
related. As well as addressing technical issues involved
in an incident response, the framework also looks at
organisational processes and procedures, including
governance and responsibility, and identifies areas where
further research and development is required.
Some of the key recommendations developed as part
of this work include the development of a common
approach to security across the various stakeholders
of the CAV ecosystem and the consolidation of
responsibility for security in a single organisation.
FLOURISH recommends the CAV industry has a central
controlling Government body to provide a standardised
approach and governance, supported by specific
legislation and guidance that builds on the Government’s
‘key principles for CAV’ and PAS 1885:2018 ‘The
Fundamental Principles of Automotive Cyber Security
Specification’. Where the DfT already have a designated
role as the competent authority for transportation under
the Network and Information Systems Directive, their
involvement will need to adapt in line with the future
expansion of the CAV ecosystem network.

Furthermore, cyber security requires trust to be
established between stakeholders. FLOURISH
recommends that CAV stakeholders, such as central
Government, local authorities, operators, manufacturers
and potential users, collectively develop a culture of trust
between themselves through collaboration, looking for
opportunities to share data on incidents and security
information for example. Such sharing of data and
information should involve all relevant stakeholders,
locally, nationally and internationally. Technologically,
organisations need to put in place appropriate anomaly
detection and real-time monitoring processes and
technologies to enable threat detection and impact
assessment. Operational processes for each failure and
threat scenario will need to be continuously assessed
as the failure and threat landscapes evolve to enable
timely mitigation, especially for safety-critical scenarios.
Organisations will have to assess response options,
such as paying for an enhanced response, and address
potential conflicts across stakeholders amongst others.

The findings by FLOURISH are expected to be highly
relevant to governments to shape the development
of appropriate governance and standards for the CAV
ecosystem. Other stakeholders, including communication
and transport providers will benefit from a better
understanding of some of the key considerations in
developing a robust incident response approach.
This includes ensuring the correct visibility of the
organisation’s systems, the integration of the incident
response with existing plans, the exercise of these
responses and establishing suitable communication
procedures with other stakeholders.
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2. Background
In recent years, the UK Government has worked
closely with industry and academia to accelerate the
UK’s capabilities in leading the way in the adoption of
‘driverless cars’ on national roads.

5. To leverage existing investment in the Bristol and

One of its primary aims is to establish the UK as a global
centre of excellence for connected and autonomous
vehicles (CAVs); to enable this, the Government continues
to strengthen its commitment to the research and
development of CAV capabilities.

2.2. Incident Response Framework

2.1. FLOURISH
FLOURISH is a Government funded; collaborative project
centred around the following primary objectives:

1. To develop an understanding of user needs and

expectations of connected and autonomous vehicles
to provide better suited mobility solutions.

2. To develop tailored, adaptable systems, products and
services that meet the needs of the user.

3. To enable technology that is secure and trustworthy
from design to implementation.

4. To capitalise on the data created by connected and

autonomous vehicles to develop innovative new tools
and products.
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South Gloucestershire region by expanding the
validation and test capabilities and enhance the
commercial opportunities this will deliver.

FLOURISH has developed an Incident Response
Framework to protect the integrity of wireless
communications. It provides a mechanism to mitigate
the impacts of incidents and provide a continuity and
availability of services
CAVs are set to play an ever-greater part in our lives.
CAVs rely on a large number of sensors, communication
and processing systems to provide a safe and smooth
experience. Vehicles communicate with each other and,
via Road Side Units (RSUs), with systems which analyse
and communicate with other systems, such as those
which control traffic lights. The following graphic depicts
these relationships on a small scale but, as CAVs develop,
the relationships will expand across areas, regions
and between countries and will bring many associated
challenges, many of these are highlighted in this report
and in the accompanying scenarios.

2.3. The Role of Cyber Security with CAVs
As CAV technologies play an ever-increasing role in the
safe and smooth running of road networks, network
operators will increasingly need to implement effective
cyber security measures to deal with cyber threats. These
measures need to ensure that road users’ personal data
is not compromised but just as important (arguably more
important) they must ensure that the systems which CAVs
rely on work as designed.
Threats could come from attackers looking to impact the
availability of systems used by CAVs, generally referred to
as a Denial of Service (DoS) attack, which could impact
traffic flow, for example. It is also possible that an attacker
could take more focussed action which could result in
an even greater impact on journeys, they may choose to
spoof system messages for example which could then
possibly have an impact on safety.

The vulnerability of automotive systems was
demonstrated by the Chrysler Jeep Cherokee hack which
was carried out by attackers using vulnerabilities in the
vehicle’s internet-connected entertainment system1.
Although attacks such as this take significant resources,
recent briefings from US and UK intelligence services2
have made it clear that nation states are willing to invest
heavily so that they could inflict significant disruption
on their enemies’ Critical National Infrastructure (CNI) in
times of political or military conflict.
With a variety of stakeholders involved, including
Government agencies, local authorities, manufacturers,
network operators and highway authorities, no single
organisation has overall responsibility for cyber security
of the CAV ecosystem. This report highlights some of the
potential issues for stakeholders and governance.

1. https://www.bbc.co.uk/news/technology-33650491
2. https://www.ncsc.gov.uk/news/joint-us-uk-statement-malicious-cyber-activity-carried-out-russian-government
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CAV Cyber specific Guidance

2.4. Incident Response

Although at present there is no overall body, central UK
Government has produced some specific cyber security
guidance around CAVs. The first is the “Key principles of
Cyber Security for Connected and Automated Vehicles”
published in August 2017 and the second was published
in December 2018: “PAS 1885:2018 the fundamental
principles of automotive cyber security – specification.”

A key part of an effective approach to cyber security is
the ability to detect and respond to incidents quickly and
minimise the impact on road users. This report details
the Incident Response Framework developed as part of
the FLOURISH project and outlines associated activities.
This framework sits within the Review of Security and
Wireless Connectivity Architectures work package, with all
sub-work packages complementing this framework. The
proposal originally referred to a ‘certification framework’
but this has been renamed to ‘response framework’
following a refocus.

The Government’s key principles for CAV comprise:

1. Organisational security is owned, governed and
promoted at board level;

2. Security risks are assessed and managed

appropriately and proportionately, including those
that are specific to the supply chain;

3. Organisations need product aftercare and incident

response to ensure systems are secure over their lifetime;

4. All organisations, including sub-contractors, suppliers
and potential 3rd parties, work together to enhance
the security of the system;

5. Systems are designed using a defence-in-depth approach;
6. The security of all software is managed throughout
its lifetime;

7. The storage and transmission of data is secure and can
be controlled;

8. The system is designed to be resilient to attacks and

respond appropriately when its defences or sensors fail.

It is clear from both these publications that central
Government is concerned about the continually changing
threat picture and about vulnerabilities in new and
innovative technology that could lead to potential cyberbased incidents.
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New devices (such as roadside devices) and systems (for
example, weather systems, traffic delay systems) will
pass information (data and security information) to the
CAV or a central system which exchanges messages with
CAVs. The authenticity and integrity of that information
is important and understanding what can be trusted and
what to do if that trust has been compromised is very
important. If a system has been compromised the system
owners need to be aware and to be able to determine an
appropriate course of action.
Responding effectively to cyber security incidents requires
a number of technological, procedural and organisational
elements to be in place and working effectively. In many
ways, the cyber security requirements of CAVs are like
any other business-critical or safety-related system.
Many elements (switches, firewalls, servers, operator
workstations etc.) will be Commercial Off the Shelf
equipment as used in other industries - these will provide
their own security related information in the form of
events (and/or alarms) and metrics. Correlation using
a Security Information and Event Management (SIEM)
system can be used to turn this data into more meaningful
information. Machine learning could be used (in principle)
to detect anomalies which could affect the system.

It is important to remember that when initial incident
response is carried it is not always possible to detect
whether the incident is initially part of a cyber-attack; it
could well be an incident due to normal events like the
failure of a component, a system outage or interference
of some kind. However, the key part is that any details are
logged in the same way and that the response links with
existing business continuity processes.

2.5. NIST Cyber Security Framework
There are many frameworks that support basic processes
and controls for cyber security resilience. The most globally
recognised is the US National Institute of Standards and
Technology (NIST) Cyber Security Framework3 (CSF) which
provides a useful and internationally understood basis for
understanding how individual security measures fit into the
overall approach to security adopted by an organisation.

The CSF groups security measures into five clear functions:
Identify – understand the management of cyber
risk to an organisation’s systems, assets, data etc.
Protect – measures that can be applied to protect
the organisation.
Detect – processes and tools used to detect a
potential attack.
Respond – activities to take when an incident has
been detected.
Recover – activities to enable an organisation to
return to normal operation and improve.
These functions and the internationally understood
taxonomy which CSF provides are relevant to the Incident
Response Framework and is therefore referenced throughout
this report.

3. https://www.nist.gov/cyberframework
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Identify

AM: Asset Management
BE: Business Environment
GV: Governance
RA: Risk Assessment
PT: Protective Technology

Recover

RP: Recovery Planning
IM: Improvements
CO: Communications

NIST Cyber
Security
Framework

Respond

RP: Response Planning
CO: Communications
AN: Analysis
MI: Mitigation
IM: Improvements

Figure 1-1 – NIST Cyber Security Framework.
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Protect

AC: Access Control
AT: Awareness Training
DS: Data Security
IP: Information Protection
Processes and Procedures
PT: Protective Technology

Detect

AE: Anomalies and Events
CM: Security
Continuous Monitoring
DP: Detection Processes

CAV Scenarios
This report sets out potential operational scenarios,
including cyber security, to highlight the potential
incidents that could affect the CAV environment. The
scenarios were chosen because they are broad ranging
and give a good understanding of the complex and
interconnected nature of potential issues that will make
up the CAV ecosystem.
Scenarios are structured around the NIST Cyber Security
Framework to show how they could be dealt with.
Questions are posed for the CAV industry to start thinking
about in this developing and maturing industry.

• CAV Systems and Communications
• In-Car Communications /
On-board Unit (OBU)

• Roadside Communications /
Road Side Units (RSU)

• Wider Communications
• Fault with traffic management Systems
• External Factors
• Emerging Service Intervention
• Congestion / gridlock
• Autonomous vehicle breakdown
• Non-autonomous or connected vehicles
• Inclement weather
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3. Scope of an Incident Response Framework
3.1. Organisational Assumptions
An effective incident response capability in an organisation
cannot exist in isolation. The other elements of cyber
security which NIST CSF describes must also be
implemented. Indeed, it is not appropriate to consider the
response to a cyber security incident in isolation. A cyber
incident is essentially another type of incident which can
affect the operation of a road network and the vehicles on
it, albeit one which could impact many vehicles over a wide
geographic area.
It is assumed that the organisations using this Incident
Response Framework have the following in place:

• Appropriate governance for cyber security including

the elements required by the NIS regulations.
This includes having a senior executive with
overall accountability for cyber – a single point of
accountability. This will usually be a board member
or someone who reports directly to a board member.

• It must be possible to trace responsibility for cyber

security from the operators and system engineers
who maintain CAV systems up to the single point of
accountability at board level (for example, the Chief
Information Security Officer, Chief Security Officer, or
Chief Financial Officer etc.);

• An asset management strategy which includes

assets related to CAVs and systems which connect to
CAVs. An up-to-date asset inventory of hardware and
software related to CAVs will be part of this;

• The communications between elements of the

system and the system interdependencies must be
understood and documented in detail;

• In order to detect potential anomalies, normal

service must be understood and defined, such as
operation of essential services, authorised software,
set points, alarms, data and network access;
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• Appropriate cyber protection. This is a broad

area, including system hardening: the way that
networks are designed and segmented as well as
the deployment of security technologies such as
firewalls. It is assumed that attempted or successful
violations of cyber protection will be logged to a
central location. For example, alerts generated by
firewalls or anti-malware products will be capable
of being logged to a SIEM (Security Information and
Event Management);

• Secure development approaches to CAV software.

This includes the ability to detect anomalies, such as
invalid messages or failed authentication attempts,
and report them;

• Network visibility. This is an evolving area but any

comprehensive approach to security will need to
have visibility of all relevant networks, including the
V2V (Vehicle-to-Vehicle) network.

3.2. Key Elements of the Scope
The focus of the IRF is the collection and understanding of
information relating to the security of CAV systems, right
through from the lowest level device to the highest system
in the ecosystem, and how an organisation can use that
information to look for anomalies and respond effectively
to an incident. An example of that collection of information
would be traffic monitoring which will include V2V
communications, implying that the OBU will be able to report
information relating to communications via the RSUs.
Situational Awareness
Being able to detect and respond to cyber security incidents
(or other incidents which degrade the performance of
systems) is a key part of having a resilient system. To
be able to respond effectively the system operators
need to have Situational Awareness. In cyber security,
Situational Awareness means understanding the security
related events which are occurring, and which systems or
components of systems are affected by these events.

Situational Awareness is usually provided by SIEM
technology. SIEMs accept security related information
from many different sources and present it to security
analysts in ways that make it possible for them to
understand the root cause of an incident, how it is
spreading etc. All SIEMs provide mechanisms, such
as event correlation, to look for evidence of attacks,
and mechanisms and procedures for handling and
investigating incidents, collecting forensic evidence etc.
SIEMs include the ability to receive alerts and logs from
commonly used software and hardware components,
behavioural analytics and anomaly detection technology,
and correlate them into a central viewing platform within
a Security Operations Centre (SOC), manned by analysts
who are trained to respond to potential security events
identified by the SIEM. A key requirement of an analyst is
to understand what normal operation of a system looks
like in order to determine potentially malicious behaviour.
Ultimately the SOC should be a combination of manual
intervention by trained analysts and anomaly detection and
prevention technology capable of automatically responding
to cyber security incidents in an efficient manner, without
compromising on safety.

Integration with an Organisation’s Wider Incident
Response Mechanisms
For an organisation to analyse cyber security incidents
effectively, this largely technical process needs to interface
to an organisational process for incident handling,
which includes notification and escalation within the
organisation’s hierarchy. Ideally, cyber security incident
response is tightly integrated into an organisation’s
overall mechanism for responding to incidents, whatever
the root cause may be. It is also extremely important
that the incident response mechanism is exercised in
the organisation to make sure it works when required.
Although the procedural and organisational aspects of
incident response are just as important as the technical
tools and procedures which underpin them, we are not
going to consider them in depth in this report.
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Defining Responsibility for Security and
Incident Response
One of the key differences between CAV systems and
systems where SIEMs have historically been deployed
is that CAV systems are systems of systems. Each of the
systems which makes up the overall CAV system will have
an owner who will be responsible for all aspects of that
system including cyber security. Although this system
of systems picture exists in other domains (for example,
global oil companies with many plants around the world)
there is a single organisation in charge which can define a
common approach to security and the sharing of security
information across the organisation.
For CAV systems, no single organisation has overall
responsibility, although that role may be taken in the
future by a Government body such as the Department for
Transport (DfT), who are the Competent Authority (CA) for
implementation of the NIS Regulations within the road
transport sector. One option would be to make owners of
individual systems responsible for cyber security. However
that will not allow for effective Situational Awareness,
and potentially could prove costly and inefficient. Cyberattacks can affect multiple systems simultaneously and/
or spread quickly from one system to another. Centralised
Situational Awareness is required to understand and
respond to such attacks. Defining how this could work for
CAV systems is a key goal of FLOURISH.
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Information Sharing
It is good practice to define an approach to the sharing
of cyber security information between the systems
which make up a CAV system and the organisations
which operate them. This will include the level and type
of information to be reported. It may not be practical
to report all available information to a central SIEM but
enough needs to be reported to allow a full Situational
Awareness picture to be developed. The systems which
make up the overall CAV may have their own ‘opinion’ of
their internal cyber security status and this could also be
transmitted to the SIEM (and other systems) so that they
understand the trustworthiness of the systems.
To help provide a picture which is easy to digest at a
high level, key data can be represented in a colour coded
geographic display. This will make it more efficient and
cost effective for security analysts to communicate the
potential impact of an incident to personnel with overall
responsibility for the CAV service.
Beyond the FLOURISH project, Atkins propose to use our
experience of SIEM and other cyber security technologies
to develop approaches to handling cyber security
information in the way that has been outlined above
and to integrate other information (such as network
performance data) which can help in the detection of
some cyber-attacks. This would eventually lead to the
development of part of a Code of Connection (CoCo) for
CAV systems whereby system suppliers would need to
provide specified information to the central SIEM.

4. Terminology
Although the NIST CSF addresses many of the issues
around terminology, it is necessary to understand certain
terms before the objectives of the Incident Response
Framework can be properly defined and understood.
This is not a comprehensive list of all terms used in
cyber security but should serve to make the rest of this
framework easy to understand. The definitions are drawn
from https://www.nist.gov/publications/glossary-keyinformation-security-terms-1.
Vulnerabilities
A vulnerability is a weakness in an information system,
security procedures, internal controls, people or
implementation that could be exploited or triggered by a
threat source. An example in the context of CAV would be a
RSU which exposes an insecure interface which could allow
an attacker to change the behaviour of the device.
Threats
A threat is any circumstance or event with the potential
to adversely impact organisational operations (including
mission, functions, image, or reputation), organisational
assets, individuals, other organisations, or the Nation through
an information system via unauthorised access, destruction,
disclosure, modification of information (including spoofing
or otherwise impersonating an actor in the system), and/
or denial of service. So, the exploitation of the vulnerability
described in the previous section is a threat to the system.
Risk
Risk is the level of impact on organisational operations
(including mission, functions, image, or reputation),
organisational assets, or individuals resulting from the
operation of an information system given the potential
impact of a threat and the likelihood of that threat occurring.
Situational Awareness
Situational Awareness means being aware of what is
happening now, what does ‘normal’ look like, and being able
to predict how that might change in the future due to threats.

Threat Intelligence
Threat intelligence is information relating to threats which
are known to exist, or which may exist soon. It can (and often
does) include details of threat actors and their motivation
for carrying out attacks as well as the technical details of the
attack and potential consequences.
Relationship with the NIST CSF
This framework focusses on the Detect, Respond and
Recovery elements of the NIST CSF. It is assumed that users
of the framework will have conducted appropriate activities
relating to the Identify and Protect functions e.g.:

• For the Identify function it is assumed that the user will:
• Have a clear understanding of the assets which
make up the CAV system (vehicles, road-side units
and other devices and systems which process CAV
data);

• Have conducted an appropriate risk assessment
to understand the risks which the CAV system
is exposed to and the business environment in
which they exist;

• Have an established Risk Management Strategy

and Governance process to deal with cyber risk.
This should cover all cyber risks faced by the
organisation, including risks related to CAVs.

• For the Protect function it is assumed that the user will:
• Have implemented Access Control measures to
restrict access to authorised users;

• Have provided appropriate cyber security training
to all users of the system;

• Have implemented protective technology

measures such as firewalls, device hardening and
malware protection.

The Detect, Respond and Recover functions are all
intrinsically linked.
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5. Overview of the Incident
Response Framework
The purpose of the IRF is a procedural tool to help
organisations, such as highway authorities and network
operators, who have responsibility for ensuring the safety
and security of the network and implementing associated
risk mitigation strategies. From a cyber security perspective,
the framework maps to the Detect, Respond and Recover
elements of NIST CSF. The framework sets out example
cyber security scenarios that could affect CAVs and suggests
how incident response would function for each scenario.
This approach has also been used more generally to assess
non-cyber scenarios.
As well as providing a road map for organisations which are
responsible for incident response, the framework identifies
areas of difficulty where further research and development
is required. For example, the peer to peer Vehicle-to-Vehicle
(V2V) network is very difficult to monitor because messages
do not come back to a central location. This in turn makes it
difficult to respond to an incident and therefore to recover
from it. As well as addressing the technical issues involved
in an incident response, the framework also deals with the
organisational processes and procedures. If an incident
is detected, an organisation requires a robust process to
recover from it. This will involve notifying appropriate
people in the organisation so that an appropriate response
can be made. The response may impact the operation
of the road network and will also involve the notification
of appropriate authorities. One of the key questions to
consider is the line of governance and responsibility. The
systems will rely on the various components to function
correctly. Who maintains and responds to each element of
the system is not yet defined, along with the level of service
or budget allocation.
All EU countries and countries which have close ties with
the EU, which includes the UK even post-Brexit, have
enacted the EU Network and Information Systems (NIS)
Directive4 which requires Operators of Essential Services
(OES) to report incidents above specific impact thresholds
to a designated Competent Authority. Voluntary reporting
of less impactful incidents is encouraged.

Monitoring Tools
Many tools already exist for monitoring computer
networks and providing a level of situational awareness.
These include SIEM devices which receive security related
events from many sources such as network devices
(firewalls, switches, routers etc.) and computers such
as servers, workstations and devices with embedded
operating systems. SIEMs can process and correlate high
volumes of data and help security analysts to separate
serious issues from noise. Increasingly they have the
capability to support incident management or interface to
other systems to provide that capability.
Anomaly detection systems are also becoming common
place, with increasing use of machine learning to detect
abnormal patterns of behaviour. These systems can
report high level alerts to a SIEM but understanding the
detailed nature of what the system has detected usually
requires the use of an additional Human Machine Interface
(HMI) which is part of the anomaly detection system.
The operator uses this HMI to determine if the detected
anomaly is simply new behaviour in the system which is
acceptable or indicates that the system has been attacked
or compromised in some way.

5.1. Integrating Existing Traffic Control Systems
Where the highway authority is using a UTMC (Urban Traffic
Management and Control) system, information on the
performance of the traffic network can be identified. A UTMC
system provides a way of integrating traffic systems or data
feeds, enabling strategies or outputs to improve the capacity
and reliability of the highway network.
Details include information on journey times (through ANPR
or floating vehicle data, potentially direct from the CAV
system in the future), traffic flows or congestion from the
traffic signals system.

4. https://www.gov.uk/government/collections/nis-directive-and-nis-regulations-2018
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Strategies via a UTMC system could provide local
responses, specifically to where the incident occurs and
centrally where a wider response could be deployed.
This would be limited to the highway authority’s network
unless an existing ‘combined’ arrangement is in place.
Where incidents span across multiple authorities,
or where an authority does not have a UTMC system
manual, intervention and coordination will be required.

Monitoring and alerting

To understand the real-world impact of a cyber security
incident on a CAV system, it is useful to have a geographic
representation. A part of the framework deals with what
this would look like to an operator in a control centre.
The framework looks at options to prioritise alerts
and alarms using a Red Amber Green (RAG) system as
depicted in Figure 2–1.

Network Operator
Analysing and mitigating

Priority Area
Red
Amber
Green

Figure 2-1 – Red Amber Green (RAG) Geographical Prioritisation of Alerts.
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In common with all large complex systems, CAV systems
will generate many cyber security related events. These
can be indicators of normal activity, such as a user logging
into a CAV server or an OBU connecting to an RSU. Events
can also be caused by abnormal activity, such as a user
trying to (and failing) to log in to a server or an entity
trying to connect to an RSU in an abnormal way. Although
these types of events are of potential interest and should
be logged, they are not incidents and do not need to be
reacted to. An incident occurs when the number or type
of events indicates that something which could affect
the availability, integrity and/or confidentiality of the CAV
system has occurred and should be investigated.
Organisations need to be clear about the significance of
incidents to their operations but a good starting point for
the definitions relating to the RAG status is:

• Green: There are currently no detected cyber
incidents which have not been investigated;

• Amber: There are currently detected cyber incidents
which have not been investigated and which could
have an impact on CAV system availability, integrity
and / or confidentiality;

• Red: There are currently detected cyber incidents

which have not been investigated and which could
have (or are having) a very significant impact on CAV
system availability, integrity and/or confidentiality.
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Responding to Incidents
When responding to an incident, there needs to be a clear
understanding of the areas of responsibility and individual
roles each person plays within their area.
These can be broadly categorised into the following areas:

• Central Government. Requirement to set legislation
provide national direction / guidance.

• Highway authority. This could be Highways

England or the local authority who are responsible
for the ‘expeditious movement of traffic’ as defined
by the Traffic Management Act 2004. Responsibilities
would include asset management information,
day to day management of the transport network
using its traffic control systems, maintenance of the
highway network which is likely to include RSUs.

• Communications Provider. This is likely to be a mix

of technologies provided by a range of suppliers/
contractors. They may be through existing contracts or
by bespoke arrangement.

• Emergency Services. In particular the police force
who could impact on the highway network while
dealing with an incident.

• CAV manufacturer. Responsible for producing the
vehicle and associated systems. This includes the
OBU and interfaces to RSUs and other OBUs.

• CAV Owner / User. Responsible for vehicle

maintenance and route choices. They may also have
a role to play during an ‘incident’.

When considering incidents and, more generally, the
operation of a CAV system, it has been assumed that it will
be fully integrated, although information on the operational
and business models is not yet defined. Potentially there
are two options for the management of incidents on the
transport network. Firstly, it is managed by the highway
authority who make strategic decisions on its road network,
providing direct instructions and communications to all
vehicles, not just CAVs. The second option would be for
the CAVs to manage the system, relying on automated
information from other systems.
Clearly there are pros and cons to both options and further
work is required to clearly identify all the issues. Taking a

high-level view on the options there are clear risks for the
highway authority to manage the system without additional
revenue budgets and resource being identified. There
are also issues with integration between neighbouring
authorities and political influence. The transport network
consists of more than just motorised vehicles. Options
for sustainable transport should be encouraged and the
highway authority are required to balance the needs of all
users; a system managed by CAVs may not respond to an
incident in such a considered way.
It is anticipated that Government will make a decision based
on findings from CAV research and development projects like
FLOURISH. Who is responsible for the design of the system
has not been identified. Obviously, it will require input from
all parties and will evolve over time, but who will commission
the work, pay for it and take ultimate responsibility?
When considering CAV usage there is the potential for
differing business models that could prioritise routes
based on a ‘cost’. This would work in a similar way to toll
roads where, for an additional fee, a more efficient route
is used. Where an incident occurs, which is likely to see an
increase in congestion or journey time. The user could pay
a supplement that provides them with the most efficient
route. This would be at the expense of users who do not
wish to pay, who would then be diverted to a secondary
route in order to ensure the primary route is kept clear.
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6. Cyber Security Issues
for the CAV Industry
6.1. Communications

6.2. Challenges for the Industry

Reliable communications are key to CAVs. Although
CAVs may still be able to function during disruption
of certain high-level events (for example, relating to
traffic information or road works), the operation of the
road network will be degraded. The disruption of V2V
communications will have additional challenges as
V2V communication will not be monitored, while the
disruption of vehicle sensors or GPS (whilst not exclusively
cyber-related) could have potential safety and/or
operational availability consequences.

Atkins conducted a study5 on behalf of the Department for
Transport (DfT) on which the issues raised in this section are
based. The study concluded that the key challenges are:

Where intermittent communications are being
experienced, the fall-back mode of the vehicle needs to
be considered. A CAV will have the necessary onboard
equipment to regulate itself against other vehicles but,
without the communications, it will not be able to pick
up messages, which may be critical. For example, without
V2V communications, should the vehicle adopt a greater
distance between adjacent vehicles and/or reduce its
speed. This alternative behaviour may provide a way of
identifying an issue remotely.
The level of communications failure will also play a big role in
how it is managed and how the transport network responds.
A communications issue with a single OBU will be different
to multiple OBU faults in a single area, or multiple failures in
random locations. Where an RSU fails, multiple CAVs will be
affected unless resilience is built in. This could be part of the
design to ensure there is an overlap between RSUs, which
removes the single point of failure.
The severity of communications loss for the CAV needs
to be much clearer. Understanding the impact it will
have on the user and surrounding network will identify
how the system should be designed and the service
level agreements specified, such as speed of response,
resilience and cost.

• Vehicles are, in general, manufactured by global

companies. In the language of systems and cyber
security, these organisations are Original Equipment
Manufacturers (OEMs). OEMs are mostly headquartered
in a single country but the legislative frameworks for
cyber security are organised on a country or regional
basis which makes it harder for OEMs to understand
the requirements for cyber security;

• Vehicle cyber security is still immature, even

regarding each individual vehicle as a system which
must be protected. CAVs will operate at the heart of a
complex system of systems, adding to the challenge;

• There is an implicit reliance on security through

obscurity or secrecy which is typical of industries with
an immature approach to cyber security, even though
well publicised hacks, such as that of the Chrysler
Jeep Cherokee6, show that this cannot be relied on;

• There has been limited investment in cyber security

since OEMs may not currently see a tangible case for
investment in organisational or system security in
the absence of a legislative or regulatory mandate
– the industry is not yet prepared to absorb the
additional costs associated with secure components
and has difficulty establishing the tangible benefits.
The main proponents for the application of defence
in depth approaches are the security product
vendors (for example, Argus Security and Karamba
Security) and not the OEMs themselves;

• Lengthy design lifecycle times for vehicles mean

that there is a long delay in new requirements being
translated into products which are available to
consumers. Typically, this is four years or more;

• In common with many industries, vehicle

manufacture has a complex supply chain with many
suppliers providing products which have a potential
cyber-attack surface.

5. DfT contract reference: CCCC16A77
6. https://www.bbc.co.uk/news/technology-33650491
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6.3. Legislation and Guidance
The NIS Regulations7 came into force in the UK on May
10th 2018. The regulations and associated guidance place
clear responsibilities on certain organisations. For road
transport in the UK, the DfT has been identified as the
Competent Authority (CA). The regulations state that any
organisation responsible for a road network on which
50 billion miles are driven per year is an Operator of an
Essential Service (OES).
The CA is responsible for ensuring that the OES is adhering
to NIS and has powers to audit, demand actions and
impose fines of up to £17M per incident. The CA also
defines what constitutes an incident and the OES has
an obligation to report incidents within 72 hours. An
important element of NIS is the requirement for the OES
to have a well-documented and tested security incident
response plan.
The General Data Protection Regulation8 (GDPR) is a major
update to personal data security, covering multiple issues,
including cyber security. There are many parallels with
NIS, including the options for significant fines.
In 2017 the DfT released “The Key Principles of Vehicle
Cyber Security for Connected and Automated Vehicles”9 for
use throughout the automotive sector, the CAV ecosystem
and its supply chain. These principles have laid the
foundations for the development of new CAV cyber security
standards, such as PAS 1885 (see below).

Several standards and frameworks for threat analysis
and risk assessment are available for various industrial
domains but few are readily applicable to the automotive
domain. SAE J3061, a cybersecurity guidebook for cyberphysical vehicle systems, was released in 2016. This is the
first automotive standard solely concerned with security
and it covers the entire process of security engineering for
automotive systems.
The next version of ISO 26262 (Functional Safety for
Road Vehicles) is expected to incorporate cyber security
requirements but in summary, security risk management
for CAV is still in its infancy.
Operationally a standard approach is required to ensure
a consistent approach is adopted across the UK. To
achieve this, new legislation and guidance will need to
be provided within the traffic and transport industry. At
present, highway authorities and network managers are
given an element of autonomy to carry out their duties
and the relationships or interaction between neighbouring
areas will vary. This standardisation will also apply to the
‘language’ adopted by manufacturers and the car industry
to allow for the smooth integration of systems.
The business model and governance of the controlling
systems or functionality is still being developed and
legislation will play an important role in clarifying future
responsibilities and governance. Integration, not only
across the UK, but within Europe and further afield may
play an important part in how this is developed.

PAS 1885:2018 “The fundamental principles of
automotive cyber security” has recently been released
by the British Standards Institution (BSI)10. This is a new
standard setting out the cyber security requirements for
self-driving vehicles, further expanding upon the DfT
principles for CAV cyber security.
PAS 11281:2018 “Connected automotive ecosystems –
Impact of security on safety” has recently been released
by the BSI. This PAS gives recommendations for managing
security risks that might lead to a compromise of safety in
a connected automotive ecosystem.

7. https://www.gov.uk/government/collections/nis-directive-and-nis-regulations-2018
8. https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr.
9. https://www.gov.uk/government/publications/principles-of-cyber-security-for-connected-and-automated-vehicles/the-key-principles-ofvehicle-cyber-security-for-connected-and-automated-vehicles
10. https://www.gov.uk/government/news/new-cyber-security-standard-for-self-driving-vehicles
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6.4. Challenges for the Road Network Operator
The Traffic Management Act 2004 identifies the duties in
relation to the management of a road network. The Act is
broken down into seven parts:

•
•
•
•
•
•
•

Part 1 – Traffic Officers
Part 2 – Network Management by Local Authorities
Part 3 – Permit Works
Part 4 – Street Works
Part 5 – Highways and Roads
Part 6 – Civil Enforcement of traffic conventions
Part 7 – Miscellaneous and General

The Act provides information to ensure road network
operators work in a consistent manner although, due to
differences in local authority’s budgets, staff resource and
expertise, the level of management and ability to respond
will differ across the UK.
With an increase in the amount of data that CAVs could
offer, which bring an increased situational awareness
of the road network, it is understandable to think that
their introduction will revolutionise the way the network
is managed. The way the data/information is managed,
processed, integrated and balanced against many other
factors outside of the CAV ecosystem will need to be
developed to maximise the potential benefits.
Currently it is unclear to how much of the management
of the system would be carried out the by the highway
authority. It is likely that many of the assets deployed,
such as RSU would be fitted to the authority’s existing
assets, for example traffic signals, therefore there is an
expectation that the maintenance responsibilities would
also sit with them. Depending on the criticality of the asset
or perhaps the location of the equipment, it is likely that
this will dictate the level of service required and ultimately
the cost to maintain the asset. In addition, the design
and resilience of the system must be understood, so
that single points of weakness, availability of spares and
relevant expertise and resource is included.
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Within the overseeing organisation it is vital that the
system architecture and incident responses are developed
and managed by all parties, and that communications
between these departments are maintained.
Within a single authority an incident response is usually
triggered by an anomaly or fault, which prompts the
issue to be investigated by a maintenance contractor.
Once investigated, the response will either be cleared or
escalated accordingly. Where issues occur across multiple
regions, it is not clear how these will be reviewed or
compared. Potentially an issue could be caused by, for
example, a software update, which is small enough not to
be detected locally, but may be significant when considered
nationally. Considering the management of CAVs nationally,
provision of the appropriate legislation and guidance may
help to address some the potential concerns.
When considering incidents and the general management
of the System. There are questions still to be answered
regarding the responsibility of managing the various
components and, equally importantly, where the funding
will come from. This will need to be considered at a
national level informed by research and development.
Where additional infrastructure and management is
required, especially where manual interventions are
required, i.e. when responding to a cyber incident
or managing an issue on the highway network, the
appropriate level of funding, staff resource and expertise
will be required.
For the CAV, the costs of maintenance and upgrades are
likely to sit with the owner as the vehicle will come with
the required security protocols. Any subsequent updates
would be the responsibility of the manufacturer, which
would potentially be charged back to the user/owner,
perhaps as part of a servicing agreement. For the road
network operator there may be capital expenditure for the
new infrastructure, but it is not clear where the ongoing
revenue funding would be drawn from.

The financial model must be considered to ensure the
assets and systems can continue to be maintained
once installed. Failure to provide the necessary funding
will compromise the CAV system, affecting the user’s
experience and potential viability in the future.

organisation has properly addressed other aspects of
cyber security. This Incident Response Framework focuses
on what an organisation needs to do to detect issues,
such as cyber events and attack,s and to respond to them
effectively – the Detect, Respond and Recover elements
of the NIST CSF. It focusses on factors which are unique
to CAV systems or are at least not common place in other
systems. Figure 3-1 helps to illustrate this.

The ability to detect and respond effectively to incidents
is, in many ways, the “acid test” of cyber security.
Mounting an effective response demonstrates that an
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Figure 3-1 – Integrated CAV Communication Architecture.
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Whilst there is no single reference architecture for all
CAV systems, the concepts and issues which the diagram
illustrates are common to many systems being designed
and developed today. Based on a Fog computing
architecture, where a fog RSU server controls groups
of RSUs, each coloured area in Figure 3-1 represents
a system or subsystem with reasonably well-defined
boundaries which may be operated by a different
organisation. Starting at the bottom, the OBUs in vehicles
can be thought of as part of a system (or zone) consisting
of several RSUs and the system that monitors them.
Obviously, vehicles will move in and out of zones and
therefore will not be a permanent part of that system.
The organisation responsible for a zone will clearly
have responsibility for the cyber security of that zone.
An important element of that responsibility will be the
reporting of cyber incidents to other stakeholders which
should be stipulated in an organisation’s security incident
response plan, as well as the proactive reporting of lessons
learned and other cyber security information relating to
threats and vulnerabilities.
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Similar arguments apply to the other elements of the
system in the diagram. It is highly likely that a message
broker system will be used to exchange data between
stakeholders, and CAV-related data will need to be
integrated with other traffic-related data and systems
related to parking, traffic light control and signage. As
the systems exchanging information will be owned and
managed by different organisations, a shared cyber security
model is required which defines the responsibilities for each
system owner and how security information is exchanged.
V2V communications are of concern because there are
currently no options to monitor traffic at this level. If
an attacker can find a way to compromise an OBU they
could repeat the exercise many times. Depending on the
cyber security in place in the vehicle itself, this could
have very severe consequences including a potential
safety impact. This should be the focus of future CAV
research and development.

7. The Incident Response Framework
7.1. Establishing incident response in
an organisation
Governance, roles and responsibilities
Many organisations have well developed processes for
managing risk. It is common for organisations to maintain
a central risk register which identifies risks, who owns
them, and the kind of treatment applied to them. Cyber
risk is generally less well understood than other risks, so it
is often not handled well. This can lead to an organisation
accepting risks by default rather than making an informed
decision on how to handle them.
Cyber risks can be better handled by ensuring that
the governance around cyber is well-defined in an
organisation. Responsibility for cyber security must be
included in the job descriptions of individuals from board
level down to the operators and technicians who work
with CAV systems on a day-to-day basis.
Cyber security needs to be reinforced to all employees
and 3rd parties who regularly interact with critical
systems, with regular cyber security awareness training.
Increasingly, legislation such as GDPR and NIS requires
that organisations provide evidence that employees have
been made aware of their responsibilities, and that they
formally understand and accept them.
Integrating cyber incident response with existing plans
Historically most organisations have a business response
plan in place for various types of incidents in a business
environment. In sectors such as nuclear and oil and
gas, the focus is on safety-related incidents due to the
high-risk nature that these types of events pose to these
organisations. Here, the safety risks are well-defined
and understood due to incidents that have occurred
historically, which has led to the creation of a safety-first
culture where it is normal to prioritise safety and as a result
behaviour reflects this. Cyber security is generally less
well understood, especially in boardrooms, and as a result
does not form part of these plans. It is important to have a
response plan that caters for all types of incidents including
those that are cyber in nature with potential fines and
reputational damage now a key considered risk factor.

An organisation’s over-arching incident response process
must be capable of managing all incident scenarios,
including cyber-related incidents. The process will include
the mechanisms for notifying and managing incidents and
involvement of the necessary 3rd parties required to assist
in responding to an incident, such as emergency services,
local authorities and system vendors.
Preparation for Incident Response
Some of the fundamental considerations that need to be
reflected when preparing for incident response are:
Policies and procedures. Do they exist and are they up to
date, do employees know where to find them?
Asset Inventory. There should be an asset inventory that
describes all assets (IT and OT), their physical location,
software running, connectivity to other devices and
systems, and their criticality to the business – as in a
cyber-attack scenario it is important to be able to be able
to understand what assets might be vulnerable.
Alert information. Where does this alert information
come from on cyber threats and vulnerabilities, and who is
responsible for disseminating it through the business in a
timely manner. Threats and vulnerabilities are constantly
changing, and it is important that organisations are
monitoring these and can react in an appropriate manner
to deal with an evolving threat.
Common Operating Picture. It is important to know what
normal operations look like with a common operating
picture of your environment, therefore, if a cyber-attack
happens you will quickly be able to spot the initial signs
to be able to initiate the incident response process.
Monitoring should be in place, for example looking for
any anomalies, and there should be a complete and upto-date network diagram to be able to isolate and stop a
cyber-attack doing more damage.
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Contact lists. Are contact details known within your
organisation and externally should a cyber-attack happen,
does it include the latest contact details for vendors,
Government, law enforcement, industry colleagues. In the
CAV system scenario would you quickly be able to contact
one of the other system owners?
Recording Incidents. Do you have a tool for logging
incidents. It is important to log all incidents and train
staff in how to use the tool correctly and to be able to
analyse the information effectively. Blended attacks that
involve a mixture of a physical and a cyber-attack might
not be immediately obviously linked but, if the correct
information is logged and analysed in the investigation
of a cyber-incident, it may well highlight an important
association between the two incidents.
Incident Response Exercising
A common failing of organisational incident response
plans relating to cyber is that they are not exercised in a
realistic way. Often, key people within those organisations
do not take part due to other commitments and may not
understand the risks that cyber poses to the business. To
develop an effective cyber exercise programme involves
businesses taking incident response and management
seriously. A good way of doing this is to consider incident
response process as a project, with many different people
across the business areas of the organisation being
involved. This means that people will need to be trained
and made aware of their roles and responsibilities and the
exercising needs to be supported by senior management
as part of the organisation’s governance arrangements.
It is important that exercises are planned and involve key
individuals within the business; a common lesson learned
is that the lines of communication either do not exist or
inevitably breakdown in a crisis situation. These issues
can be spotted and resolved by exercising regularly.
The incident response process should be regularly tested
(at least annually), using a variety of different scenarios,
and based on real incidents from an organisation’s or
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peer’s own experience, or composed using experience and
threat intelligence. In the CAV scenario where there are
several systems, potentially independently owned, this
provides even more of a possible challenge in keeping the
consistency and communication in place in dealing with a
cyber incident. One way to solve this would be to exercise
smaller parts of the CAV scenario in first, gradually adding
more to the scenario once confidence is high that one part
works first.

7.2. Communicating with other organisations
and external stakeholders
It is important in the event of a cyber incident that details
are shared with identified stakeholders (for example,
local authorities, law enforcement, highway authorities,
Government bodies etc.). As mentioned previously, GDPR
and the NIS directive now require people to report all
incidents within a timeframe to designated Government
competent authorities, else financial penalties could be
imposed for non-compliance. There is a need to share with
Government bodies, such as the National Cyber Security
Centre (NCSC), in the UK as they might be able to provide
assistance depending on the type of attack and its origin in
terms of attacker and if it is linked to a wider campaign as
they have a global Computer Emergency Response Team
(CERT) function. In terms of jurisdiction, it is important
to remember that the CAV systems will likely cross
international boundaries with owners of those systems
located in countries where different laws and regulations
exist. Cloud storage, for example, in some countries might
provide a security challenge.

7.3. Lessons Learned
Lessons learned from actual incidents and from the
exercising of scenarios should be recorded and shared
within the organisation and with 3rd parties, the
competent authority, the NCSC, and industry peers where
applicable. The necessary improvements resulting from
lessons learned should be implemented.

7.4. Technical Elements
An organisation’s monitoring capability should be able to
find known threats on the network.
Having the correct visibility of an organisation’s systems
is critical in detecting potentially malicious activities. It
is possible to detect cyber-attacks at an early stage by
collecting and aggregating the following non-exhaustive
list of log sources and comparing them against known
indicators of compromise (either through operator decision
making or, more efficiently, through the use of anomaly
detection technology):

• Communication between RSU’s and OBU’s,
and RSU servers;

•
•
•
•
•
•

Network traffic between security zones;
Operating system usage;
Application usage;
Network device usage;
Malware detection;
Intrusion detection.

Duration and level of logging is a corporate choice,
balancing storage cost with ability to retrospectively query
data during (and after) an incident. Consideration should
be given for any data protection laws that may need to be
adhered to on the collected information, for example if
collecting personal data in logs.
The audit and log information should be held in a database
with access controls that limit access to monitoring
analysts and is isolated from other corporate trust
domains – this will prevent an attacker from deleting or
modifying logs. Retention of security logs for a sufficient
period is vital in conducting post-incident analysis and
lessons learned, and to enable the implementation of any
security improvements required following an incident. It
will be important to be able to share information with the
insurance industry if the cyber incident potentially resulted
in an accident.
An organisation’s asset management processes should
ensure knowledge of network assets is sufficiently detailed
and accurate to quickly and efficiently trace observed
events to their sources.

Organisations should choose appropriate tools to help analyse
and correlate differently structured and normalised network
datasets, to identify and investigate events of interest. These
tools should be chosen to optimally scale to and use the types
of network and logging data that is expected to be analysed
and the workflows that have been designed to analyse, triage
and investigate security events. Pro-active security event
monitoring should include the following:

1. Designing alerts or trip-wires, using experience or

reasoning of what an intrusion might do, rather than
specifically around what past attacks have done;

2. A good understanding of normal system behaviour

(for example, what software is authorised and how it
would normally behave, how user accounts normally
access network resources or how network components
connect to each other and transfer data);

3. A good understanding of the ways that different types
of anomaly might signify a malicious intrusion, based
on a comprehensive and advanced understanding of
threat intelligence.

Anomaly detection technology can be used to automate the
decision-making process for identifying potential malicious
activity. This technology learns the expected behaviour of a
system or systems and, once determined to have understood
normal behaviour, can automatically highlight events that
do not conform to an expected pattern. This is an efficient
method of detecting abnormal or unusual events.
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8. Incident Scenarios
The following cyber security scenarios are examples of potential incidents that could affect the CAV environment, and how
they could be dealt with. The scenarios are not an exhaustive list of all potential CAV incident scenarios and have been
broken down into two main categories:

8.1. CAV Systems and communications
8.1.1. In-Car Communications / On-board unit (OBU)
Scenarios

• If a cyber-attack can remotely connect to a vehicle, then it is possible they could breach

the in-car communications network, which would be a serious issue as this type of network
allows different components of the vehicle to communicate with each other using a lowlevel protocol;

• Potentially somebody could try to compromise and alter the in-car voice guidance for a vehicle;
• Laser pens could be utilised to try and disrupt or jam the sensors used by a vehicle to
communicate with other systems;

• A drone could be used to try and attempt to damage a vehicle, either physically or logically,
by attempting to disrupt its communications to other systems;

• Compromised OBU could lead to misleading information being sent to other systems such are RSUs,
other vehicles, or a traffic management centre. This information could be related to the vehicle or
could be personal data related to the driver.

Threats

Criminal, Script Kiddie, Hacktivist, Criminal, Accidental, Software Error, Component failure, loss of
comms between OBU and RSU, interference, cyber attack.

Potential Impacts

Safety, Local Traffic Disruption, Theft, Data Privacy, Reputational. The CAV can no longer
operate autonomously. Reduced or no data being sent or received.

Factors to Consider

Typically, there is no intrinsic security or encryption incorporated into an in-car
communications network by design. Laser pens and drones are easy to obtain.
Identifying the vehicle could be problematic, particularly if the erroneous messages are V2V rather
than an OBU to/from an RSU. However, anomaly detection could identify erroneous messages
being sent from an OBU to/from an RSU and be flagged to operations in the traffic management
control room through a SIEM. A system ‘check’ of other OBUs and RSUs should be carried out to
determine whether an incident was isolated or whether there was a wider issue involving additional
equipment, which may mean that autonomous operation is no longer viable.
Public Key Infrastructure (PKI) and lost/stolen keys need to be re-built/re-created to re-instate the
integrity of communications between devices; where a vehicle has been disrupted to the jamming
of GPS signals, the vehicle and any equipment used in the incident, would need to be identified and
retrieved with the assistance of vehicle recovery, or by law enforcement if required.
Access control is likely to come under access to the vehicle, although there may be additional
security or logins that need to be considered. In terms of awareness, the user will need to be
identified when a fault occurs. Where an issue is identified via anomaly detection or asset
management, who is responsible for resolving the issue? The OBUs are most likely to be the
responsibility of the CAV supplier, whereas the RSU will probably sit with the road network operator.
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Incident Response

Detect. Identifying erroneous communications that are confined to a vehicle could be
problematic. However where a vehicle is reporting data back to a central system, anomaly
detection could identify erroneous behaviour of the vehicle and be flagged to operations in
the traffic management control room through a SIEM. The system needs to have a high level of
automation to minimise the impact on resource.
The OBU is likely to be linked directly to its manufacturer as well as the wider system, enabling
it to be maintained proactively. Where the vehicle is traversing across different road network
operators, there will need to be a set of agreed messages or protocols to how the issue is
managed.
Where multiple faults start to occur did they fail simultaneously or is the problem escalating for
example, being spread from a CAV?
Respond. Once the CAV or unit is identified, it would be a case of issuing instructions to ignore
messages or potentially issuing certification revocations to contain the incident. Responses
should be consistent across all the road network operators. The response may include taking
the faulty CAV out of the main network, or to inform/reroute other vehicles away from the
problem. The approach will need to be communicated to the user, although if the fault is a
communications failure, some other way of delivering a message will need to be considered.
The authority managing the traffic network may also need to consider locations for ‘faulty’
vehicles which minimise risks and enable easy access for repair.
Where the response identifies malicious intent for example, laser pens and drones, external
assistance from authorities such as law enforcement are likely to be required.
Recover. The vehicle, and any equipment used in the incident, would need to be identified
and retrieved with the assistance of vehicle recovery, or by law enforcement if required. The
affected in-car communication systems and integrity of the vehicle would need to be restored
to normal working conditions.
The vehicle, and any equipment used in the incident, would need to be identified and retrieved
with the assistance of vehicle recovery, or by law enforcement if required. The OBU(s) may
need to be re-flashed and restored to normal working conditions. The process will need to
consistent across all road network operators and considerations to processes for returning
systems to ‘normal’ once they come back on line or during intermittent failures. For CAV
manufacturers there are monetary and reputational factors, so they will be keen to analyse any
performance issues. For the road network operator, the issues impact the performance and
capacity of the road network, which will be more difficult to quantify.
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8.1.2. Road Side Communications / Road side unit (RSU)
Scenarios

• The compromise of a RSU could lead to:
• Erroneous information on traffic signals being delivered to the OBU of
a vehicle;

• Erroneous speed restriction information being delivered to the OBU encouraging a CAV
to travel faster or slower;

• Erroneous route information being delivered to the OBU advising a CAV, or multiple
CAVs, to follow an inappropriate route.

• A drone could be used to try and attempt to damage an RSU, either physically or logically, by
attempting to disrupt its communications to other systems;

• Signal jamming of communications between internal traffic signals and vehicles;
• Hacking of communications to intelligent traffic signs and variable message signs.
Threats

Hacktivist, Criminal, Script Kiddie, Accidental, Signal jammed, comms or power loss,
component failure, 3rd party supply failure.

Potential Impacts

Safety, Local/Regional Traffic Disruption, Data Privacy. Vehicle can no longer operate
autonomously, loss of data, loss of confidence by user, reputational.
Localised outage of multiple vehicles. Location of failure may be important to whether the
system can operate safely. Likely to fall within the local authorities’ jurisdiction to resolve as
the asset will be fixed to the local authority’s infrastructure, although some authorities may
look for external support.
Large scale disruption or loss of service for CAV user may increase the time to resolve.
Cross-boundary issues may include information not being transmitted properly, leading to
conflicting or confusing information being sent by the road network operator.

Factors to Consider

Signal jamming equipment and drones are easy to obtain; compromising CAV-specific devices
such as RSUs would require specialist knowledge in what is still an emerging environment. If
the vehicle cannot operate autonomously what is the fall-back mode and can it still function?
How will the vehicle report a fault if communications are lost?
What is required to fix the fault (for example, access and/or traffic management)? Some
locations will be more difficult than others and where multiple faults occur which sites should
be fixed first? Where the issue is with a 3rd party, such a utility company, the response rate
could be much slower, for example, a faulty cable may take days (or longer) to repair.
The design will need to include resilience to avoid single point of failures and response/
maintenance considerations such as the number of spares and contractor’s expertise and
availability. What remote functionality will be available? Remote diagnostics/reboots may help
to reduce system downtime but may increase cyber threat. Where the incident borders two
road network operator’s governance, a joint response will also need to be developed.
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Incident Response

Detect. Anomaly detection will need to be developed and integrated with the systems used in
the traffic management control room. This should then be able to identify erroneous activity
through a SIEM. A system check of RSUs should be carried out to determine whether an
incident was isolated or not.
The traffic management systems have their own fault monitoring and reporting functionality,
which forms part of their ‘business as usual’ response for the road network operator. This
combined with anomaly detection will help to reduce the number of erroneous messages.
Respond. An operator could then isolate the rogue element and issue or a black list (or white list) to
other devices and OBUs to flag the rogue device. For scenarios such as signal jamming or a drone
attack, external assistance from authorities, such as law enforcement are likely to be required.
Where a device has been identified as ‘faulty’, a process to define how this is investigated and by
whom is needed. Once fixed, what are the protocols for getting it back on the network?
As the system is working with reduced information, how will the CAV change its driving
behaviour? If the fault is with a single OBU, can it still operate with information from other
CAVs? Will this be the decision of the vehicle, the traffic control system or both? Where the
number of incidents or the severity increases, there will need to be a defined escalation
process, drawing in support from other key personnel.
Recover. Equipment may need to be repaired and restored to normal working conditions. Any
equipment used in the incident would need to be identified and retrieved. Utilising an existing
contract or procuring a new arrangement would need to be considered. Once in recovery mode
there needs to be some evaluation of the issue to see if it can be ‘designed out’ or mitigated
in another way. The findings will also need to be reported back to users and the personnel/
management responsible for the systems. Responsibility for this function is not clear, although for a
single unit the CAV manufacturer/supplier would seem most likely.
Where a multi-agency approach, or more than one road network operator, has responded to an
incident the outcome should be reviewed. Joint working groups or forums will ensure that ‘best
practices’ are captured and implemented.
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8.1.3. Wider Communications
Scenarios

• Wider electromagnetic interference, for example, jamming of GPS signals, leading to incorrect
or absent location information;

• Compromise or Denial of Service attack on the Public Key Infrastructure (PKI) which is used to
ensure encrypted communications between systems and vehicles within a CAV environment;

• 3rd party communications failure, backhaul issues, communications base-stations.
Threats

Nation State, Criminal, Script Kiddie, Certificate Expiry, hacker, power loss, component failure, 3rd
party supply failure.

Potential Impacts

Safety, Local/Regional/National Traffic Disruption, Data Privacy. Vehicles can no longer
operate autonomously, traffic control systems can no longer manage vehicles (autonomous
and non-autonomous), loss of data, loss of confidence by user, reputational.
Where the system may include the use of base stations there needs to be consideration of elements
such as broadcasting frequencies and maintenance and network resilience. Within an urban area
there may also be difficulties in locating the unit and wayleave agreements for access.

Factors to Consider

GPS signal jamming equipment is easily obtained and could be used by somebody trying to
avoid detection; compromising PKI would be more challenging to undertake and may require
specialist skills.
What is the scale of the loss: local, regional or national? Anomaly detection and asset
management information is likely to identify this. What is the system’s ‘fallback’ mode, that is,
what ‘state’ will the autonomous vehicle operate in? With multiple failures, is it still safe for the
CAV to operate and, if so, are there changes required to its driver behavior? Are there locations
or areas which are no longer accessible as a result and could vehicles be re-routed to avoid an
outage? If so, who makes the decision and identifies the most appropriate route?
How will the vehicle report a fault, and will there be a secondary means of communication,
such as the user’s mobile phone? How will regional or national issues be coordinated and
resolved?

Incident Response

Detect. The detect response will be the same as for a loss of roadside communications.
A combination of anomaly detection and asset management would identify the scale of the
problem to inform the relevant response.
Respond. For a wider communication loss the level of response and escalation would be much
greater. The rogue element(s) would need to be flagged and a multi-organisational approach to
responding to the situation will be required. This would ideally be led and coordinated from the
road network operator’s traffic control centre, if they have one. Mitigation may include diverting
traffic to avoid the ‘black spot’, or perhaps use an alternative communications system, for
example, cellular to Inform users of the problem and escalate accordingly.
Recover. The process would be as per the in-car and road side communication issues,
however the level of escalation and therefore recovery would be greater and would likely
involve a wider number of stakeholders.
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8.1.4. Fault with traffic management systems
Scenarios

• Increased congestion and delay on the network;
• Loss of service/performance for CAV users;
• Incorrect modelling of vehicles creates congestion and delay and existing traffic management
systems are not capable of improving network performance;

• Increased amount of data requires additional processing / refinement before it can be
used effectively.

Threats

Cyber threat, mains failure, comms failure, servers, hardware, software human error, corrupted data.

Potential Impacts

Loss of coordinated systems will impact on the highway network safety and increase levels of
congestion and delay. Loss of data, which may include traffic control strategies, may also be
affected, reducting the road network operator’s ability to respond to incidents.

Factors to Consider

The traffic management systems sit within a local authority or with the road network operator,
although the type of system being used will depend on the size of the authority and budget.
For larger urban authorities there will be a greater impact as they are likely to be using urban
traffic control (UTC) systems. The system gathers data enabling transport/traffic strategies to be
created. A failure within the system would be identified very quickly due to the impact it would
have on the highway network. The scale of the impact, fall-back mode and links with other
systems/authorities will need to be considered.
Data received will need to be anonymised to comply with GDPR, unless there is a specific
reason otherwise. A high level of cyber security will need to be considered around the traffic
management systems due to their criticality. Disaster recovery procedures, if not already in
place, will need to be developed.
Considering cyber threats, the systems are password protected and a detailed knowledge of the
software would be required, although the system itself could be compromised by an attack.

Incident Response

Detect. A major fault with a UTMC system would be detected very quickly. A more subtle
incident, for example, corrupt or missing packets of data, may be more difficult and require some
additional monitoring facilities. Understanding the process and responsibilities of each data
provider, system and owner will be required, so that ‘partnership’ working can be implemented.
Respond. Understanding the responsible parties will be key in identifying who will provide responses
and at what level. The response will need to include notifying and escalating issues through the
proposed channels. There also needs to be clear messages communicated to the users and people/
systems affected. During the response information and strategies will need to be monitored to
ensure they are appropriate and, where necessary, altered to ensure continuous improvement. The
body responsible for this is likely to the be the road network operator initially, however as the system
develops the use of AI may be more appropriate either centrally or locally at the CAV system.
Existing systems are likely to have a maintenance contract in place to respond to faults.
Recover. A range of mitigation measures covering a variety of scenarios should ideally be in
place, although these will need to be reviewed and, if necessary, amended after use. For this to
happen time and resource will need to be allocated. This sits within The Traffic Management
Act, therefore the local authority / road network operator. Although this may change as the
system develops.
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8.2. External Factors
8.2.1. Emergency service intervention
Scenarios

• Intervention from emergency service, such as Police road closure, or road traffic collision
(RTC);

• Conflicting messages from CAV system and emergency services, which may ‘confuse’ the CAV.
Threats

Criminal, Accident.

Potential Impacts

Conflicting information for CAV, leading to confusion or system unable to function. Increased
congestion or delay.
Information from CAVs may provide improved situational awareness for the road network
operator due to the speed data is provided and greater coverage of the incident.

Factors to Consider

The CAV hierarchy. If a CAV is being directed, what happens when there is an overriding request
at a local level? How will the CAV know what is genuine? How will the CAV and/or system
identify these and re-route?
These events happen sporadically and randomly; a current issue is how quickly this
information is detected. The CAV provides a way of identifying this much earlier. From a CAV
perspective, how will it identify a genuine emergency response from something more sinister
like a hijacking?
Under the circumstances identified, will the CAV user be required to carry out additional
functions? Will a platoon of CAVs be able to U-turn / reroute and what if they are mixed with
non-CAVs?

Incident Response

Detect. A single CAV is likely to pick up the incident first and then feedback to other vehicles or
the controlling system, which in turn will provide a response. Will the emergency services be
included in the ‘system’ so that they can safely close roads when they respond to a situation?
Respond. This will depend on the level of ‘knowledge’ given to a CAV. It could see an ‘incident’
and re-route to the next best option. Outside of a pre-determined zone this could be governed
by the road network operator, however this requires a resource to develop and programme a
strategic response, ideally this would be done via AI.
Recover. Providing the system can analyse the data at its disposal, an AI system could selflearn on what was the most effective strategy without intervention or resource. Although this
would be the best option it could be some time before it is ready.
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8.2.2. Congestion / gridlock
Scenarios

• Traffic congestion as demand greater than network capacity;
• Congestion caused by inappropriate routing, exit blocking, an obstruction, unable to pass
cyclist on narrow road.

Threats

Rush hour traffic, Road traffic collision (RTC), planned event.

Potential Impacts

Delay to user, reputational damage, congestion.

Factors to Consider

Capacity of the system (even an enhanced system) against the peak demand. What
mitigations would be acceptable, for example, longer diversion routes for some vehicles to
balance the network.
The capacity of the network would initially sit with the expertise within each traffic authority or
road network operator, although there are likely to be variations around the UK, dependent on
staff resource and availability. The political environment and local conditions will also need to
be understood, as well as the tolerance by CAV users, when considering alternative options.
User data will be required and protected to develop strategies for managing the network,
which could involve the user’s preference to start their journey earlier or later as an example.
The data may also include personal information on the CAV user to how they ‘feel’ or ‘react’ to
circumstances outside of their control.

Incident Response

Detect. The situation is likely to require a much broader range of data. Information from
journey planners or daily habits may feed into an overall system so that manages demand.
Respond. A system to accurately manage demand is not currently available, so will require
further development and is likely to include some sort of artificial intelligence. Until then the
existing traffic control systems would be utilised with the additional data CAV’s provide. The
mitigation and responses would include communications already in place, such as traffic
announcements, driver information displays and social media.
Recover. The recovery phase will look to how a repeat of the situation could be avoided. This
generally works well for planned events, however is less useful for random situations. Early
intervention or load balancing are key components to the strategy, which could form part of a
response or ‘education’ to network users.
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8.2.3. Autonomous vehicle breaks down
Scenarios

• Failure of one of the essential systems – OBU, RSU, etc.;
• Sudden mechanical failure of vehicle.

Threats

Component failure, damage from 3rd party item/equipment, Road Traffic Collision (RTC), loss
of comms, runs out of fuel, hacked.

Potential Impacts

Safety implications, reputational damage, loss of confidence by user, congestion, need to recover.

Factors to Consider

What faults will cause the vehicle to stop immediately and what will allow the vehicle to find a
suitable refuge area or garage?
The OBU is likely to communicate with its manufacturer in a proactive way, therefore it could
be assumed that most of the faults will be picked up in advance of a major failure and that the
CAV would bring itself in for repair. Where a catastrophic failure occurs, for example, engine
failure, the OBU could in addition report back to the local authority.
Where a vehicle is reporting itself as faulty, what systems are in place to agree where it goes,
such as home or the garage? If the user is not the owner, will they be able to override? Could
the vehicle have been hacked to fool it into believing it is in a fault condition?

Incident Response

Detect. For the CAV the OBU will manage the car, but the data could be vital to protect other
vehicles, for example, a pothole that has caused an issue with a wheel or tyre. It is beneficial
for the local authority to understand the road conditions, so it can proactively maintain the
network and potentially reduce costs by eliminating duplicating systems or procedures. The
information from the OBU to the RSU or base station will also inform the traffic operations
centres or systems that a vehicle is causing a hazard and that a response is necessary.
Respond. As the OBU will provide information on the location and condition of the CAV, the
appropriate response/repair can be identified reducing the length of time the vehicle is out of
service. This benefits the user/CAV. From a broader perspective, the authority managing the
road network can ensure that the situation is mitigated: vehicles could be asked to re-route, or
additional clearance space could be provided.
Recover. Once the incident is resolved, it can be communicated back to the traffic network.
Currently, a local authority provides messages by variable roadside signs, social media,
or traffic announcements. Potentially communications could be targeted more widely to
those who would be affected and require diverting much earlier. If AI is included it could also
consider how the network is balanced and rather than diverting all vehicles onto a secondary
route, alternatives are suggested to balance the network in the most efficient way.
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8.2.4. Non-autonomous or connected vehicles
Scenarios

• Poor parking or loading creates a situation where the CAV cannot proceed;
• No additional information particularly during a fault condition for example, RSU fault.

Threats

Random behaviour, driver error, different risk approach, etc.

Potential Impacts

Reduction in vehicle to vehicle and vehicle to infrastructure information. Irregular
drive behaviour.

Factors to Consider

Vehicles that are not connected or autonomous are not actively monitored, so identification
would have to be through manual intervention. This would be both costly and time
consuming and should only be carried out where a situation or problem occurs.
As an interim, there could be 3rd party systems used inside a non-CAV that provide a data
link between a central system and the vehicle. This would be a two-way relationship, based
on the user experiencing an additional benefit. It would also provide a way to increase the
user’s confidence around data protection and usage as part of a move to fully connected and
autonomous vehicles.

Incident Response

Detect. The OBU within the CAV is likely to be the most efficient way of identifying an issue
with another vehicle, be it automated or not. This information could then be used to alert an
operator who could respond accordingly.
Respond. The response will most likely come from the local authority or authority managing
the traffic network, although this will depend on the size of the authority and resource at their
disposal. Once detected the issue could be confirmed and a response initiated. In practice, the
response is likely to be around notifying the police, however, there may be messages or alerts
that can be sent, providing this does not identify or victimise an individual.
Recover. Currently this type of event would be similar to the response of a stolen vehicle. In
terms of numbers this would be fairly small. From a recovery point of view, updates from the
law enforcement will be crucial and may involve teams within a local authority or operations/
traffic control centre.
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8.2.5. Inclement weather
Scenarios

• Weather conditions reduce effectiveness of onboard sensors, changing behaviour of the CAV;
• Potential impact on road network meaning not all routes are possible.

Threats

Snow, hail, high winds, heavy rain, fog, driver error.

Potential Impacts

Safety, driver confidence, performance of on-board equipment.

Factors to Consider

How will the CAV adapt to the various driving conditions? The user’s tolerance with how the CAV
behaves. Do certain conditions affect the on-board detection equipment?
Will external systems, such as the Met Office or local weather stations, feed into the CAV system?
Conversely, will data from the vehicles, for example, external temperature sensors or operation of
windscreen wipers, feedback into a central system that would adapt based on driver conditions?
Further understanding of the systems available in each area and what data feeds between
systems is required
What level of anonymisation will be required for the data and what level of access will be given
for each user? With large levels of data being transmitted ,how will it be stored securely and how
will it be extracted for analysis to take place?

Incident Response

Detect. As part of the detection process, who decides on the type of response to when
situations become better or worse? Each vehicle/manufacturer will have different tolerance
and performance levels. For example, an icy road with a slight incline may be acceptable for
4x4 vehicles or vehicles with a certain tyre tread; does the CAV make this decision, or does the
local authority provide a ‘recommendation’? Neither party are likely to want to take on the
liability. The way this is communicated to a CAV user will need further consideration.
Respond. Providing the processes and areas of responsibility have been agreed, then a
response will need to be communicated to the CAV user and potentially more widely, as there
could be people considering a journey which may not be possible or restricted. The local
authority would have oversight of its network, but equally, in the future, this information/data
could be provided through another source such as Google or TomTom.
Recover. The reverse of the escalation process would apply, for instance, as weather improves
who decides if some roads/routes are now available? This may be linked to the Met Office,
although, for CAVs, this is likely to be high level and a much finer level of detail would be
required. For improvements, some additional AI-type system may be required to better
diagnose how specific vehicles and components performed on certain roads. This may
develop a type of risk-based approach that could be applied to the next event.
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9. Summary
9.1. Conclusions
The focus of FLOURISH has been to enable safe, secure and
efficient mobility using CAVs. To ensure the availability of
service, FLOURISH has developed and Incident Response
Framework. FLOURISH has identified a number of failure and
threat types through the use of associated scenarios. Using
the NIST CSF, FLOURISH has proposed an incident response
for each of these scenarios. FLOURISH has identified a
number of issues through the IRF which are described below.
The scenarios in the report draw attention to a wide range
of challenges the CAV industry face including deliberate
interference with vehicle-to-vehicle and vehicle-toinfrastructure communications, signal jamming, accidental
failures, maintenance considerations and governance.
Many of the systems required for CAV are still in
development and there are many outstanding questions
relating to the management, governance and cyber
resilience of these future systems. These systems will
need to have security, including cyber built in from the
beginning as part of the design process. This will need to
continue throughout the systems lifecycle to be able to
deal with the constant evolving threats and vulnerabilities.
It is envisaged that the systems deployed will be highly
automated, interconnected and complex in nature. It is
also believed that there will be significant improvements
to the capacity of the road network. For this to be realised,
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there needs to be some clarity on what roles authorities or
individuals will have and how they will interact with each
other and how ‘they’ can achieve the benefits.
The investment and technology being implemented
in the car industry is far greater than that available to
departments responsible for managing the road network.
Therefore, it would be reasonable to assume the private
sector would lead on the development of an automated
system. However, the legal responsibility sits with the
relevant local authority or managing agent, as well as
maintaining some of the additional infrastructure which
will be required.
Across the UK local authority budgets, staff resource and
expertise vary dramatically. This poses a risk as there
may be inconsistencies on how the system is managed or
responded to, which will affect the CAV system and user.
There may also be local issues around authority borders,
particularly when considering diversions or road works.
For incident responses to be effective there needs to be a
standard approach across all managing agents; situational
awareness and the use of technologies like anomaly
detection will help identify incidents that are critical. The
use of the NIST CSF is an internationally-understood and
used framework that enables many different sectors to
deal with their cyber risk by building cyber resilience into
the businesses and would work in the CAV environment.

Having a planned response at a local and national level
when incidents occur will enable incidents to be dealt
with efficiently and enable recovery to take place. This
will include carrying out exercises and training people to
the appropriate level, as well as having defined document
processes and procedures. Business models and governance
options will need to be explored to identify risks and
liabilities. The use of new and existing national forums and
working groups will help to roll out best practices, creating
a community of trust that encourages a sharing culture
around data and incidents. It will also help to drive new
legislation which will be required to ensure these standards
are adhered to by all in the CAV ecosystem.
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